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ABSTRACT

Salesforce is a cloud-based customer relationship
management (CRM) platform that allows businesses to
store, manage, and analyse customer data. Given the
sensitive nature of customer data, it is important for
businesses to ensure that their Salesforce instance is secure.
In this comprehensive review, we will examine the security
measures and best practices that can help businesses to
secure their Salesforce data.

Two-factor authentication (2FA): Two-factor
authentication is an additional layer of security that
requires users to provide a second factor of authentication,
such as a password and a security token or biometric data,
to access their Salesforce account. This can help prevent
unauthorized access to the system.

Securing Salesforce data requires a combination of
technical security measures and best practices. By
implementing the security measures and best practices
outlined in this review, organizations can help ensure that
their Salesforce instance is secure and their sensitive data is
protected from unauthorized access.
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. INTRODUCTION

Salesforce is a cloud-based customer
relationship management (CRM) software that is widely
used by businesses of all sizes. With the increasing use of
Salesforce, the need for robust security measures to
protect sensitive customer data has become paramount.
This review paper aims to provide an introduction to
Salesforce security, including its architecture, access
controls, authentication mechanisms, and other security
features[1].

Data Security
What does Salesforce
Security Security
Means Model

=

Salesforce security architecture is designed to
ensure the confidentiality, integrity, and availability of
data stored in the platform. The architecture consists of
several layers, including the physical layer, network layer,
and application layer. The physical layer includes
physical security measures, such as data center security
and environmental controls, to prevent unauthorized
access[2]. The network layer includes firewalls and other
network security measures to protect against external
threats, while the application layer includes access
controls, authentication mechanisms, and other security
features to protect against internal threats.

Access controls are an essential component of
Salesforce security. They help ensure that only
authorized users have access to sensitive data. Salesforce
provides several access control mechanisms, including
user profiles, roles, and permission sets. User profiles
define the basic level of access that a user has to
Salesforce data, while roles determine the level of access
that users have to specific records. Permission sets allow
administrators to grant additional permissions to users
beyond what is defined in their user profile or role[3].
Authentication  mechanisms are another critical
component of Salesforce security. Salesforce supports
several authentication mechanisms, including username
and password, single sign-on (SSO), and multi-factor
authentication (MFA). Username and password
authentication is the default authentication mechanism,
while SSO allows users to log in to Salesforce using their
organization's credentials. MFA adds an extra layer of
security by requiring users to provide additional
information, such as a one-time password (OTP) or
biometric data, in addition to their username and
password.

1. METHODS AND MATERIAL

Salesforce also provides several other security
features, including encryption, event monitoring, and
auditing. Encryption is used to protect data both in transit
and at rest, while event monitoring provides real-time
visibility into user activity within the platform[4].
Auditing allows administrators to track changes to data
and configuration settings, helping to ensure data
integrity and compliance with industry regulations.
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Here are some key security features of Salesforce:

Salesforce facilitates Encyclopedic security

1. Physical Security: Salesforce uses industry- model that is designed to meet the security needs of even
standard physical security measures to protect its the most security-conscious organizations. However, it is
data centers, including biometric access controls, important to note that security is a collective
video surveillance, and perimeter fencing. accountability between Salesforce and its customers, and

2. Network Security: Salesforce has multiple customers must take steps to ensure that their use of
layers of network security, including firewalls, Salesforce complies with industry-standard security
intrusion detection, and prevention systems, and practices[7].
continuous monitoring of network traffic. Salesforce offers a flexible and granular record-

3. Application Security: Salesforce has built-in level security model that allows organizations for
security controls to protect against common web restriction of access to individual records based on user
application attacks, such as cross-site scripting roles, permissions, and criteria. The level of record
(XSS), SQL injection, and phishing. security inSalesforce can be broken down into three main
Additionally, Salesforce offers tools for layers:
developers to build secure applications using 1. Organization-Wide Default (OWD) settings:
industry-standard security practices. OWD settings define the default level of

4. Data Security: Salesforce offers multiple layers admittance to records for users who do not have
of data security, including encryption of data in specific record-level access permissions. OWD
transit and at rest, access controls based on roles settings can be set at the organization, object, or
and permissions, and continuous monitoring and individual record level, and can be configured to
auditing of data access. provide public access, private access, or a union

5. User Access Control: Salesforce offers a of both.
variety of tools for controlling user access, 2. Role-based Access Control (RBAC): RBAC is
including multi-factor authentication, role-based a method of supervising access to records based
access control, and  permission  sets. on user roles and hierarchies. In Salesforce,
Additionally, Salesforce provides a robust RBAC is implemented through a association of
identity and access management (IAM) system user roles, profiles, and sharing rules. Users are
that integrates with popular identity providers, assigned to roles based on their activity, and
such as Active Directory and Okta. sharing rules can be used to grant additional

6. IP whitelisting: IP whitelisting restricts access access to precise records based on criteria, such
to the Salesforce instance to a specific campass as record ownership or field values[8].
of IP addresses. This can anticipate 3. Record-level Security: Record-level security in
unconstitutional access from outside the Salesforce allows organizations to control access
organization's network. to individual records based on criteria, such as

7. Role-based access control (RBAC):RBAC record ownership, field values, or record types.
allows organizations to define access This can be achieved through a combination of
permissions based on the roles of individual sharing rules, manual sharing, and criteria-based
users. This can help ensure that users only have security.
access to the data they need to perform their job
functions. 1.  RESULTS AND DISCUSSION

8. Encryption: Salesforce provides encryption of
date_l at rest and _m transit. This he_'F_’S to protect Organization-Wide Defaults vs. Role Hierarchy vs. Sharing
against unauthorized access to sensitive data[5].

9. Data masking: Data masking is the process of I OWDs restrict abyocts fo Private or Public Read-Only
hiding sensitive data by replacing it with Set Base Loval of Open up Access
fictitious data. This can help to protect sensitive
data from unauthorized access by users who do
not need to see it.

10. Monitoring and logging: Salesforce provides = ;';]'_:;j,"'u
extensive monitoring and logging capabilities, st '
which can be used to track user activity and
identify security incidents. This can encourage Tl
organizations to perceive and respond to security Ol S A b b l e O
threats promptly[6]. v

11. Regular security assessments:Regular security Adeninistrator
assessments can help organizations to identify
\b/gIgjg?s;tlézesyaggaidkg:zss them before they can o Overa_ll, the level of record se(_:urity in Salesforce

' is highly configurable and can be tailored to meet the
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specific needs of each organization. However, it is
determining to establish that record-level access is set up
correctly to avoid data breaches or illegitimate access to
sensitive information.

In conclusion, Salesforce security is an essential
aspect of any organization's overall security strategy. The
platform provides robust security measures to defend
sensitive customer data, including access controls,
authentication mechanisms, encryption, event monitoring,
and auditing. By understanding the security features
delivered by Salesforce, organizations can ensure that
their informationis protected against both external and
internal threats.

Comparative Study

Salesforce has implemented a range of security
features and practices to protect its users' data and
business processes. These include:

e Multi-layered security architecture:
Salesforce uses a multi-layered security
architecture that includes network security,
application security, and data security. Each
layer is designed to protect against specific types
of security threats, such as unauthorized access,
data breaches, and malware attacks.

e User authentication and authorization:
Salesforce uses a variety of user authentication
and authorization methods, such as password
policies, multi-factor authentication, and IP
restrictions, to insure that only authorized users
can approach the platform and its data.

e Data encryption: Salesforce encrypts data both
in transit and at rest to shielded against
unapproved access and data breaches. This
includes using industry-standard encryption
protocols, such as SSL/TLS, and encrypting data
stored in Salesforce databases[9].

e Compliance and certifications: Salesforce
complies with a range of industry and regulatory
standards, such as SOC 2, ISO 27001, and
GDPR, to ensure that its security practices meet
the highest standards of data protection and
privacy.

Despite these security measures, there are still
potential vulnerabilities and risks associated with using
Salesforce. These include:

User errors: Human error is one of the biggest
security risks for any system, and Salesforce is
no exception. Users may inadvertently expose
sensitive data, create weak passwords, or fall for
phishing scams, putting their own data and the
data of their organization at risk.
Third-party integrations: Salesforce allows for
third-party integrations with other systems and
applications, which can create additional
security risks. Users must ensure that these
integrations are secure and that any data flowing
between systems is properly protected.

Insider threats: While Salesforce's security
measures are designed to prevent external
threats, there is always a risk of insider threats.
Malicious or disgruntled employees may attempt
to steal data or damage the system from within,
putting sensitive data and business processes at
risk.

To mitigate these risks, Salesforce users must adopt a
comprehensive security strategy that includes both
technical and organizational measures. This may include:

e User education and training: Users must be
educated on security best practices, such as
creating strong passwords, identifying phishing
scams, and properly handling sensitive data.

e Access controls: Organizations must implement
access controls to ensure that only authorized
users can access Salesforce data and
functionality.

e Regular security assessments: Organizations
must conduct regular security assessments to
identify potential vulnerabilities and risks and
develop strategies to mitigate them.

Salesforce's security measures and practices provide

a high level of protection for users' data and business
processes. However, users must be aware of the potential
risks and take proactive steps to ensure the security of
their  Salesforce  instance[8]. By adopting a
comprehensive security strategy that includes user
education, access controls, and regular assessments,
organizations can maximize the value of Salesforce while
minimizing the risks of data breaches and other security
threats[10].

Finding and Discussion

Firstly, the security of Salesforce is a critical
concern for users, especially since data and business
processes are stored and managed on Salesforce's servers.
The platform has implemented a range of security
features and practices, including multi-layered security
architecture, user authentication and authorization, data
encryption, and compliance and certifications to protect
its users' data and business processes.

Secondly, human error remains one of the
biggest security risks for any system, including
Salesforce. Users may inadvertently expose sensitive
data, create weak passwords, or fall for phishing scams,
putting their own data and the data of their organization at
risk. As a result, user education and training is critical to
ensuring the security of the platform.

Thirdly, while Salesforce's security measures are
designed to prevent external threats, there is always a risk
of insider threats. Malicious or disgruntled employees
may attempt to steal data or damage the system from
within, putting sensitive data and business processes at
risk. Access controls and regular security assessments are
necessary to mitigate these risks.

Fourthly, third-party integrations with Salesforce
can create additional security risks, so it is essential to
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ensure that these integrations are secure and that any data
flowing between systems is properly protected.

Finally, organizations must adopt aextensive
security strategy that includes both technical and
organizational measures to ensure the security of their
Salesforce instance. This strategy may include user
education and training, access controls, regular security
assessments, and more .

In summary, while Salesforce has implemented
a range of security measures and practices to protect its
users' data and business processes, users must be aware of
the potential risks and take proactive steps to ensure the
security of their Salesforce instance. By adopting a
comprehensive security strategy that includes user
education, access controls, and regular assessments,
organizations can maximize the value of Salesforce while
minimizing the risks of data breaches and other security
threats.

IV. CONCLUSION

Based on the above research, there are several
areas of future work that businesses can consider to
enhance the security of their Salesforce implementation.
These include:

1. Employee training: Educating employees on
security best practices and how to recognizeand
respond to security threats is essential for
maintaining a secure Salesforce environment.

2. Third-party integrations: Third-party
integrations can introduce security
vulnerabilities. Therefore, businesses should
carefully evaluate the security practices of third-
party providers and regularly review and
monitor integrations.

3. Incident response planning: Having a
comprehensive incident response plan in place
can help businesses respond quickly and
effectively to security incidents, minimizing the
impact on operations and customer data.

4. Ongoing security monitoring: Regularly
monitoring the Salesforce environment for
security threats and vulnerabilities is crucial for
maintaining data privacy and preventing data
breaches.

In conclusion, Salesforce provides a wide range of

security features and measures to help businesses protect

their customer data and maintain data privacy. By
leveraging these features and following best practices for
data security, businesses can use Salesforce with
confidence that their data is safe and secure. However, it
is important to note that maintaining a secure Salesforce
environment requires ongoing effort and vigilance, and
businesses should regularly review and update their
security practices to stay ahead of emerging threats.
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