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Large language models (LLMs) can explain phishing verdicts in natural language, but using them as
the detector adds latency and cost, and their explanations can cite evidence that is absent or wrong.
We present PhishLens, a phishing website detector in which frozen classical models set every
phishing label and probability, while a small local LLM is used only to select explanatory evidence for
uncertain cases. A LightGBM model on 46 URL and static-HTML features, with a 20-feature URL-only
Random Forest fallback, produces the label and a calibration-checked probability. Cases whose
probability falls inside a frozen uncertainty band are routed to a local Qwen3 (4B) model that may
return only ranked identifiers of verified evidence and one approved safety-action code; a
deterministic verifier checks every output, and any failed output is replaced by a deterministic
explanation. The LLM cannot change the probability or label, and submitted URLs are never visited.
Detector features, models, calibration choices, classification thresholds and routing bands were
selected on registrable-domain-grouped Phish360 partitions and frozen before the final detector
evaluations. The later ID selection protocol was assessed only in a 20-case development validation
pilot and did not alter any detector or reported test prediction. On the untouched Phish360 test set,
the URL+HTML pathway reached 94.58% accuracy, MCC 0.8869, F1 0.9316, PR-AUC 0.9798 and
ECE 0.0298. In a second-look external evaluation on CompPhish v3, it reached 87.64% accuracy,
MCC 0.7517, F1 0.8672, PR-AUC 0.9441 and ECE  0.0635. The routing policy would avoid LLM
invocation for 80.55% of external cases, although the routed share rose from the 10% validation
budget to 19.45%. In a separate 40-case validation pilot, all 40 Qwen outputs passed deterministic
verification, with a Wilson 95% confidence interval of 91.2%– 100%. Exploratory feedback did not
establish that Qwen explanations were more useful than deterministic explanations. Calibration and
routing budgets must therefore be re-checked under dataset shift.
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1. Introduction

Phishing websites imitate trusted services to collect
credentials and other sensitive data. Detection
research has moved from learned URL classifiers
[1], [2] and models that combine URL and page-
content features [3], [4] to large language model
(LLM) detectors that read a page and explain their
decision [5]–[7]. Recent reviews describe the same
shift [8], [9].

Using an LLM as the detector raises three practical
problems. First, every page needs one or more LLM
calls. PhishDebate [10], in which four specialised
LLM agents debate under a moderator and a judge,
reports 98.2% recall, but its full debate averaged
37.5 s per sample against 4.7 s for a single agent.
Second, phishing pages are controlled by attackers
and can carry instructions aimed at the model [11],
[12]. Third, LLM explanations may state reasons the
model did not use or cite evidence that does not
exist [13]–[15].

Classical classifiers avoid the first two problems, but
their outputs are hard for non-specialists to read,
and their scores are often reported without any
check that they behave as probabilities. Calibration
matters when a score drives a later decision, such
as whether an uncertain case should receive a
longer explanation [16], [17].

PhishLens takes an ML-first approach. Frozen
classical models set every phishing label and
probability. A frozen uncertainty band on the model
probability decides which cases are routed to a local
LLM. The LLM may only rank identifiers (IDs) of
evidence that PhishLens computed from the model
and choose one approved safety action, a
deterministic verifier checks every ID and the action
code, and any failure falls back to a deterministic
explanation. The submitted URL is never fetched
and archived HTML is never executed.

PhishLens does not claim to invent ML phishing
detection, LLM explanations, probability calibration
or selective routing; each exists in prior work. Its
contributions are:

Section II reviews related work, Section III states
the research gap and questions, Sections IV–VII
describe the method, architecture, data and
experimental design, Sections VIII–IX report results

Related Work

Traditional ML, URL and URL + HTML Detection

Ma et al. [1] showed that lexical and host-based
URL features can detect malicious sites without
downloading the page. Sahingoz et al. [2] compared
several classifiers on URL features and found
Random Forest best, andMohammad et al. [18] built
readable rule-based classifiers. CANTINA [19] used
page text and search-engine queries, and
CANTINA+ [3] combined URL, HTML/DOM andthird-
party features. Aljofey et al. [4] combined character
level URL features with HTML features in a gradient
boosted model, and deep models learn directly from
the raw URL [20] or HTML [21], [22]. Tree
ensembles such as Random Forest [23], XGBoost
[24] and LightGBM [25] remain standard, and
PhishGuard [26] combines several of them in a
multi-layered ensemble with feature selection.
Visual and reference-based detectors match
screenshots or logos against known brands [27],
[28] or interact with the page [29], which requires
rendering or visiting it. Most of these studies report
accuracy on single-dataset splits [8], [30]; a recent
systematisation found that many detectors were
rarely tested on diverse benign pages and risk
excessive false alarms [31].

A. LLM-Based Detection

ChatPhishDetector [5] crawls a site and prompts an
LLM to decide whether it is phishing. Lee et al. [6]
use a multimodal LLM to identify the imitated brand
and check it against the domain. KnowPhish [32]
adds a multimodal brand knowledge graph,
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an implemented system that combines
calibration checked ML detection, selective local-
LLM invocation, evidence-ID-only selection,
deterministic verification and safe fallback, in
which the LLM cannot alter the probability or the
label;

a leakage-aware protocol with registrable-
domain grouped splits, a global freeze before
testing, a onetime internal test and a second-
look external test on CompPhish v3 with a
domain-disjoint subset;

measurements of how calibration and the
routing budget transfer under dataset shift; and

small validation pilots of restricted evidence
selection with a local 4B model, including a 40-
case protocol for ranking verified evidence and
choosing an approved safety action.
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PhishLLM [33] replaces a fixed brand list with LLM
knowledge validated by search-engine queries, and
PhishAgent [7] combines tools and knowledge
sources. Prompted LLMs can trail fine-tuned models
on URL detection [34]. PhishLang [35] runs
MobileBERT on the user's device to keep browsing
data local, and small language models of 1B–70B
parameters are a practical local alternative on raw
HTML, although they trail proprietary LLMs [36].
LLM detectors can be steered by instructions hidden
in the page [11], [12]. In all of these systems the
language model sets the label.

B. Multi-Agent and Debate-Based Detection

Multi-agent debate improves factuality and
reasoning in general tasks [37]. PhishDebate [10]
assigns URL, HTML structure, content-semantics and
brand-impersonation agents, which reason over the
raw URL, rendered HTML and visible text, and lets a
judge decide. Debate has also been applied to
phishing email [38]. MultiPhishGuard [39], a
preprint, weights five agents with reinforcement
learning and adds an explanation agent, and Yadav
and Masum [40] decompose email evidence across
role-specialised agents with a fixed output schema.
These designs make explanations structured, but
the LLM agents still make the decision on every
input.

C. Explainable Phishing Detection

Post-hoc attribution methods such as LIME [41] and
SHAP [42] explain individual predictions, and
explainable ML has been used to identify the
website features most associated with phishing
[43]. EXPLICATE [44], a preprint on email, explains
a logistic-regression classifier with LIME and SHAP
and has an LLM rewrite the result in plain language.
APOLLO [45] uses GPT-4o to classify phishing email
and write warnings, SmishX [46] uses LLM agents
with external context to detect and explain SMS
phishing, and a controlled experiment found LLM-
written phishing warnings about as protective as
expert-written ones [47]. The closest prior work is
the evidence-contract approach of Xu and Luo [48]:
an LLM detector sees only admissible page evidence
and emits fixed-schema findings whose provenance
pointers are checked by deterministic validators.
There, however, the LLM is the detector and is
trained with a regulariser; in PhishLens a frozen
classical model decides and an LLM that is not fine-
tuned only selects evidence IDs for uncertain cases.

D. Calibration, Selective Prediction and
Routing

The Brier score [49] and the binned expected
calibration error (ECE) [16], [50] measure how well
scores match observed frequencies. Sigmoid (Platt-
style) scaling [51] and isotonic regression [52]
recalibrate scores, and their effect differs across
learners such as random forests and boosted trees
[17]. Binned ECE is biased by the binning scheme
and the sample size [53], [54]; a recent survey
summarises assessment practice [55]. Chow's reject
option [56] and selective classification with a
validated threshold [57] trade coverage for risk,
learning to defer passes hard cases to an expert
[58], and confidence-based cascade deferral can fail
under distribution shift [59]. LLM cascades and
routers reduce cost by escalating only some queries
to a larger model [60]–[62]; in these, the escalated
model's answer replaces the cheaper one.

E. Faithfulness, Hallucination and Evidence
Verification

Faithfulness, whether an explanation reflects the
model's reasoning, differs from plausibility [63].
Erasure metrics [64] and perturbation curves test
faithfulness, but removing features without
retraining shifts the input distribution [65], and
perturbation-based explainers can be fooled [66].
Rudin [67] argues for keeping an interpretable
model as the decision maker in high-stakes settings.
Chain-of-thought explanations can be unfaithful
[13], and LLM self explanations need external
checks [68]. Surveys of hallucination [14], [69]
separate unsupported content from content that
contradicts the given context. Retrieval conditions
generation on evidence but does not guarantee
faithful output [70]; citation benchmarks [71],
sampling consistency checks [72] and self-
verification [73] detect or reduce unsupported
claims but do not give a deterministic guarantee.
Explanations can also increase acceptance of AI
advice whether or not it is correct [74].

F. Dataset Shift and Cross-Dataset
Generalization

Dataset shift [75], [76] degrades both accuracy and
uncertainty estimates, including post-hoc calibration
fitted on validation data [77]. Security ML is prone
to sampling bias, data snooping and lab-only
evaluation [78], [79], and data leakage inflates
results across ML-based science [80]. Phishing URL
detectors generalize poorly across datasets [81],
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feature importance is dataset-dependent [82], and
existing phishing datasets show leakage and
unrealistic base rates [83]. These studies report
accuracy or F1, not calibration or routing behaviour.

Table 1: Comparision with the Closest Word
System Label set

by

LLM role LLM output check

PhishDebate

[10]

LLM judge Debating agents Not described

ChatPhish

Detector [5]

LLM Detect, explain Not described

EXPLICATE [44] Logistic

regression

Narrate

LIME/SHAP

Not confirmed

SmishX [46] LLM agents Detect, explain External context

Evidence

contracts [48]

LLM Findings with pointers Determinist ic

validators

FrugalGPT,

RouteLLM [60],

[62]

Escalated

LLM

Answer Scorer or router

PhishLens (this

work)

Frozen ML

model

Rank evidence IDs,

choose action

Determinist ic verifier

and fallback

“Not described” means no such check was found in
the verified record; it does not rule one out.

2. Research Gap and Research

Questions

The literature forms a chain. Learned URL and
URL+HTML classifiers removed the dependence on
blocklists but give no per-decision explanation and
rarely report calibration [1], [4], [31]. LLM
detectors add readable reasoning but decide every
label, call the LLM on every page and are exposed
to prompt injection [5], [10], [12]. LLM narration of
classical attributions keeps the classical decision but
leaves the free text unchecked [13], [44]. Evidence
contracts validate LLM evidence pointers
deterministically, but the LLM remains the detector
[48]. Cascades and routers save cost by escalating
the answer, not the explanation [60], [62], and
confidence-based routing is fragile under shift [59].
In the work reviewed here we found no website-
level system in which a calibration-checked classical
model fixes the label, the LLM may only select
precomputed evidence IDs for uncertain cases, a
deterministic verifier checks every ID with fallback
on failure, and calibration and routing are reported
on an external dataset. PhishLens addresses this
gap with four research questions:

3. Proposed Methodology

A. Problem Formulation

An input is a URL u with optional archived static
HTML h. If usable HTML is present, the URL+HTML
pathway is used; otherwise the URL-only pathway is
used. The pathway model f returns a phishing
probability p = f(x), and the labelis

ŷ = 1[p ≥ τ], (1)

where τ = 0.44 for the URL+HTML pathway and
0.35 for the URL-only pathway. Only the ML model
sets p and ŷ; no later stage can change them.

B. Features

The URL+HTML pathway uses 46 robust URL
andHTML features covering lexical, structural, link,
form and resource properties; the URL-only pathway
uses 20 URL features. HTML is parsed as static text.
Scripts, styles, frames, forms and external
resources are never executed or loaded, and no
DNS, WHOIS, TLS, reputation or other network
lookup is made.

C. Models and Calibration

The URL-only pathway uses a Random Forest [23]
and the URL+HTML pathway uses LightGBM [25].

Hyperparameters were selected by registrable-
domain grouped cross-validation inside the training
partition. Calibrators were fitted only on a separate
calibration partition, and the calibration method,
classification threshold and model family were
chosen on the validation partition. Validation
selected sigmoid calibration for the Random Forest
and no post-hoc calibrator for LightGBM, whose raw
probabilities were kept.

S. Nandhini, et al. PhishLens: Calibration-Aware Selective Routing

RQ1: How accurate and how well calibrated is a
frozen URL+HTML classifier on an untouched
internal test and on a shifted external dataset?

RQ2: How many LLM calls does a frozen
uncertainty band avoid, and does its routing
budget transfer under shift?

RQ3: Can a local Qwen3 4B model restricted to
verified evidence ranking and approved-action
selection produce outputs that satisfy a
deterministic verifier?

RQ4: What do verification and fallback
guarantee, and what do they not guarantee?
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D. Selective Routing

A case is routed when its probability lies inside the
frozen uncertainty band of its pathway:

route(x) = 1[ℓ ≤ p ≤ u],      (2)

with [ℓ, u] = [0.07403, 0.80597] for URL+HTML and
[0.13905, 0.56095] for URL-only. The bands were
chosen on validation data to route about 10% and
20% of cases, respectively. Routing chooses only
the explanation pathway; cases outside the band
receive a deterministic explanation directly.

E. Evidence Ledger

For each eligible feature j, PhishLens replaces the
observed value xj with a baseline bj taken from the

training partition and records the change in
probability

Δj = f(x) − f(x with xj ← bj),      (3)

Each ledger item has an ID, a fixed factual
statement, and a direction: whether it supports or
opposes the model's prediction. At most three
supporting items and one opposing item are
selected. This is a local sensitivity check, not a
causal explanation and not a proof of the model's
internal reasoning.

F. Verified Evidence Ranking and Action
Selection

For a routed case, a local Qwen3 (4B) model [84],
served through Ollama [85], receives the verified
evidence items with their IDs, values, directions and
fixed statements. It returns only a JSON object
containing ranked supporting evidence IDs, ranked
opposing evidence IDs, one approved safety-action
code and the fixed conclusion “uncertain”. Qwen
cannot change the ML label or probability and does
not directly write the displayed explanation:
PhishLens renders the fixed statements of the
selected IDs and the text of the approved action
itself. Qwen never receives raw HTML or visible page
text. A routed case with no supporting evidence
does not reach the LLM and uses the deterministic
fallback. Two earlier protocols, in which Qwen
copied evidence sentences exactly (Phase 5E) or
returned evidence IDs without an action code
(Phase 5F), are reported in Section IX.

G. Deterministic Verification and Fallback

The verifier rejects unknown or duplicate IDs, IDs
placed in the wrong direction, the wrong number of
supporting or opposing items, an invalid ordering,

an action code that is not on the approved list, any
change to the output schema and any conclusion
other than “uncertain”. If any check fails, the whole
LLM output is discarded and the deterministic
explanation is shown. A pass means only that the
output satisfies this contract; it does not mean that
the website is safe, that the prediction is correct or
that the explanation is complete.

4. System Architecture

Figure 1: PhishLens processing flow. The frozen ML
model is the only component that sets the label and
probability; the local LLM is invoked only for routed
cases, where it ranks verified evidence IDs and
selects an approved safety action.

Fig. 1 shows the flow. The prototype is a FastAPI
service with a React interface that runs on the local
machine (127.0.0.1) and serves the frozen models.
For each input, the interface shows the label, the
probability on a 0–1 scale with the classification
threshold and the uncertainty band, the pathway
used, the evidence statements and the system's
limitations. Direct cases show the deterministic
explanation; routed cases show either the verified
evidence selection or the deterministic fallback.

The Phase 6 freeze manifest records SHA-256
hashes of the feature definitions, models, calibration
choices, classification thresholds, routing bands, and
the then registered Phase 5A explanation prompt
and verifier;

S. Nandhini, et al. PhishLens: Calibration-Aware Selective Routing
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the manifest's own hash is
1ccaa68f5c6364963423b9494690a1725227d96b20a
43c600f05b7658cef0903. Both final detector
evaluations are write once artefacts tied to this
freeze. The Phase 5F and Phase 5G evidence
selectors were designed and frozen afterwards,
were evaluated only on validation cases, and did not
alter the detector or any Phase 6 result. The system
never visits submitted URLs, so it cannot observe
dynamic JavaScript behaviour, cloaking or short-
lived changes to the live page.

5. Datasets and Leakage

Prevention

Table 2: Datasets
Dataset Role Total Legit. Phish.

Phish360 [86], [87] Development and internal

test

10,748 6,416 4,332

Phish360 internal test One-time

internal test

1,587 952 635

CompPhish v3 [88] External test (second look) 14,932 7,990 6,942

CompPhish domain-

disjoint

Stricter external subset 12,573 7,654 4,919

Phish360 counts are before cleaning; CompPhish
counts are eligible records after cleaning and
overlap removal.

A. Phish360

Phish360 [86] contains 10,748 samples (6,416
legitimate, 4,332 phishing) collected between 2020
and 2023, each with a full URL and archived HTML;
it is described in [87]. PhishLens uses only the URL,
the HTML and the label. Author annotations such as
brand, SSL flag and language are kept for auditing
and are never used as features. Exact duplicates of
a normalised URL were removed (128 records),
leaving 10,620 records, and no conflicting labels
occurred.

B. Grouped Splitting and Leakage Checks

Split groups are connected components over shared
registrable domains and shared non-trivial identical
HTML. Groups were assigned by stratified group
folds to training, calibration, validation and internal-
test partitions in a ratio of about 60/15/10/15.
Near-duplicate pages were found with a 64-bit
SimHash over visible text, and any evaluation
record whose near-duplicate cluster had a training
member was pruned (116 records). Training was
blocked unless registrable domains, normalised
URLs, non-trivial HTML hashes,

group IDs and near-duplicate clusters were all
disjoint across partitions. The internal test (1,587
records) was opened once, after the freeze.

C. CompPhish v3

CompPhish v3 [88] contains 15,358 samples (8,154
legitimate, 7,204 phishing) collected between
September 2024 and August 2025 and released
under CC BY 4.0. Duplicate URLs and any record
overlapping Phish360 by exact or normalised URL,
HTML hash or near-duplicate text were excluded,
and the frozen evaluation used 14,932 eligible
records. A stricter domain-disjoint subset of 12,573
records excludes every registrable domain seen in
Phish360. CompPhish was not used for feature
design, training, calibration, model selection,
threshold or band selection, prompt design or
verifier rules. Because a quarantined prePhase-1
version of the project had scored CompPhish, the
result is reported as a second-look external
evaluation, not a pristine blind test; the frozen
models had not scored it before.

D. Known Dataset Construction Cues

In both datasets, legitimate samples are mostly
popular homepages with large pages; for example,
the median HTML size of legitimate Phish360 pages
is 63,760 bytes against 19,178 bytes for phishing
pages. Such cues can produce shortcut learning
[78], so the external and domaindisjoint tests are
used to measure how much performance depends
on them.

6. Experimental Design

All detector features, models, calibration choices,
classification thresholds and routing bands were
frozen before either final evaluation, and no
detector component was tuned afterwards. The later
Phase 5F and Phase 5G local-LLM studies used
validation records only and are not final test
evidence. The primary metrics are accuracy,
precision, recall, specificity, F1, the Matthews
correlation coefficient (MCC), the area under the
precision–recall curve (PR-AUC) and ROC-AUC.
Calibration is measured with the Brier score [49]
and the ECE over B = 15 equal-width bins [16],
[50]:

ECE = Σb=1
B (nb / N) |ob − p̄  b|,      (4)

where nb is the number of cases in bin b, ob the

observed phishing rate and p̄  b the mean predicted

probability.

S. Nandhini, et al. PhishLens: Calibration-Aware Selective Routing
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Because binned ECE is an estimate [53], [54], it is
reported with the reliability diagram and the Brier
score. Routing is measured by the routed fraction,
the share of LLM calls avoided relative to calling the
LLM for every case (one minus the routed fraction),
and error capture, the share of all ML errors that fall
inside the band. Confidence intervals use 1,000
registrable-domain cluster-bootstrap resamples
(seed 42).

The explanation pilot (Phase 5F) used the same
ordered 20 routed development-validation cases as
an earlier exact copy protocol (Phase 5E), with
qwen3:4b served locally through Ollama. Phase 5E
required the model to copy evidence sentences
exactly; Phase 5F returns only IDs. The Phase 5F
protocol was locked after the Phase 6 detector
evaluations and before any Phase 5F Qwen call; it
did not modify the frozen detector or routing
results. The primary outcome is the verifier pass
rate with a Wilson 95% interval; secondary
outcomes are failure reasons and median local
inference time. This is a small validation pilot of
contract compliance, not a measure of detection
accuracy. A third protocol, balanced evidence and
action selection (Phase 5G), was then evaluated on
40 fresh Phish360 validation cases (10 per pathway
and predicted class), excluding the earlier 20 cases.
Its prompt and verifier were revised on 20 separate
development cases and locked before any
evaluation call. In Phase 5G, Qwen and the
deterministic baseline display the same number of
supporting and opposing facts, so the protocols
differ in evidence choice, order and recommended
action, not in explanation length.

7. Results

A. Detection Performance

Table 3: Frozen Detection Results
Metric P360 URL P360 URL + HTML CP URL CP URL + HTML

Accuracy 83.68% 94.58% 82.67% 87.64%

Precision 0.8154 0.9406 0.8429 0.8667

Recall 0.7654 0.9228 0.7711 0.8676

Specificity 0.8845 0.9611 0.8751 0.8841

F1 0.7896 0.9316 0.8054 0.8672

MCC 0.6574 0.8869 0.6519 0.7517

MCC 95% CI 0.56–0.74 0.84–0.92 0.57–0.71 0.70–0.79

PR-AUC 0.8826 0.9798 0.8951 0.9441

ROC-AUC 0.8953 0.9860 0.8974 0.9513

Brier 0.1189 0.0426 0.1314 0.0935

ECE (15 bins) 0.0493 0.0298 0.0742 0.0635

P360 = Phish360 internal test (n = 1,587); CP =
CompPhish v3 (n = 14,932). CIs from 1,000 cluster-
bootstrap resamples.

Table III answers RQ1. On the untouched Phish360
test, the URL+HTML pathway reached 94.58%
accuracy, MCC 0.8869 (95% CI 0.840–0.924), F1
0.9316, PR-AUC 0.9798 and ECE 0.0298, with 586
true positives, 37 false positives, 915 true negatives
and 49 false negatives. On CompPhish v3 it reached
87.64% accuracy, MCC 0.7517 (95% CI 0.697–
0.790), F1 0.8672, PR-AUC 0.9441 and ECE 0.0635
(6,023 true positives, 926 false positives, 7,064
true negatives, 919 false negatives). On the
domain-disjoint subset it reached 86.17% accuracy,
MCC 0.7107, F1 0.8249, PR-AUC 0.9169 and ECE
0.0707. The URL+HTML pathway outperformed the
URL-only fallback on every set.

B. Calibration Under Shift

Figure 2: Reliability diagram of the URL+HTML
pathway (15 equal-width bins). Most cases lie in the
lowest and highest bins, so the middle bins hold few
records and vary more.

Fig. 2 shows that calibration transferred less well
than ranking. ECE rose from 0.0298 internally to
0.0635 on CompPhish, the Brier score rose from
0.0426 to 0.0935, and the logistic calibration slope
fell from 0.83 to 0.64; a slope below one indicates
overconfident probabilities. On CompPhish, cases
with low predicted probability were phishing more
often than predicted.
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C. Selective Routing

Table 4: Routing of the Frozen Uncertainty Bands
Set and pathway Routed LLM calls avoided Error capture

P360, URL+HTML 10.33% 89.67% 54.65%

CP, URL+HTML 19.45% 80.55% 64.39%

CP domain-disjoint,

URL+HTML

19.72% 80.28% 62.85%

P360, URL-only 20.67% 79.33% 44.40%

CP, URL-only 20.16% 79.84% 48.47%

Error capture = ML errors inside the band / all ML
errors. Routing never changes the label or
probability.

Table IV answers RQ2. Internally, the URL+HTML
band routed 164 of 1,587 cases (10.33%),
matching its 10% validation budget, and captured
47 of 86 errors (54.65%). On CompPhish it routed
2,905 of 14,932 cases (19.45%), so 80.55% of
cases needed no LLM call, and captured 1,188 of
1,845 errors (64.39%). The routed share nearly
doubled under shift, and 35.61% of external errors
were confidently wrong and bypassed the band.

8. Ablation and Explanation

Evaluation

A. Pathway Ablation: URL-Only Versus URL +
HTML

Adding static HTML raised MCC from 0.6574 to
0.8869 internally and from 0.6519 to 0.7517 on
CompPhish. The URL+HTML pathway, however, lost
more under shift (MCC −0.135) than the URL-only
pathway (−0.005), which is consistent with HTML
features partly encoding source specific page
characteristics such as page size. On the domain-
disjoint subset the URL+HTML pathway still led
(MCC 0.7107 versus 0.6421).

B. Explanation Protocol Pilots

Table 5: Explanation Protocol Pilots (QWEN3 4B,
VALIDATION CASES)

Experiment Cases Verifier

passes

Fallbacks Median

time

Exact-copy protocol 20 12/20 8 15.04 s

ID-only protocol 20 16/20 4 8.84 s

Balanced evidence and action

protocol

40 40/40 0 10.14 s

Phase 5G used fresh validation cases. Therefore, its
results are not a phishing detection accuracy result
and are not directly paired with the earlier 20-case
pilots.

Table V answers RQ3. On the same 20 cases, the
ID-only protocol passed verification in 16 cases
(80%; Wilson 95% CI 58.4%–91.9%) against 12/20
for exact copying; removing the copying task
removed all six quotation failures, and the four
remaining failures, which placed an evidence ID in
the wrong direction, fell back safely. The balanced
evidence and action protocol (Phase 5G) passed
verification in all 40 fresh validation cases (Wilson
95% CI 91.2%–100%) with no fallbacks, at a
median of 10.14 s per case. Because Phase 5G used
different cases, its result is not a paired comparison
with the 20-case pilots, and no protocol changes
any prediction.

C. Verifier and Perturbation Tests

Synthetic attack suites rejected all 19,527
mechanically generated invalid candidates, and
mechanical perturbation tests confirmed that
removing a feature's evidence removed it from the
explanation, that directions stayed consistent and
that explanations updated when the evidence
changed. These are tests of the verifier and the
ledger, not measurements of real-LLM hallucination
rates.

D. Exploratory Usefulness Comparison

An exploratory usefulness comparison did not
establish that Qwen explanations were more useful
than deterministic explanations. Therefore,
PhishLens makes no claim that Qwen improves
explanation readability, usefulness or user decision-
making. A larger evaluation with independent users
is required.

9. Conclusion and Future Work

S. Nandhini, et al. PhishLens: Calibration-Aware Selective Routing

A larger, pre-registered evaluation of restricted
evidence selection on routed internal and
external cases, reporting failures as well as
passes.

Conduct a larger pre-registered evaluation with
independent raters and a user study measuring
comprehension and decision quality [47], [74].

Recalibration for new data sources with
separately held calibration data, and monitoring
of the routed share.
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PhishLens shows that phishing website detection
can keep every label and probability in a frozen,
calibration-checked classical model while using a
local LLM for bounded evidence selection in
uncertain cases. On the untouched Phish360 test,
the URL+HTML pathway reached 94.58% accuracy
and MCC 0.8869; on the second-look CompPhish v3
evaluation, it reached 87.64% accuracy and MCC
0.7517, with 80.55% of cases needing no LLM call.
In a separate 40case validation pilot, all 40 Qwen
outputs satisfied the deterministic verifier. However,
exploratory feedback did not establish a usefulness
advantage over deterministic explanations.
PhishLens therefore demonstrates safe and selective
local-LLM evidence processing without claiming that
the LLM improves detection accuracy or user
understanding. The same results show that
calibration and routing budgets do not transfer
unchanged under dataset shift, so both must be
measured whenever the data source changes.
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